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ABSTRACT

The cloud platform is an internet-based computing technology. Cloud is a place where all the shared
resources, namely software, storage, and information are delivered to customers on demand. In
general, the cloud is a computing platform for sharing and transferring resources, which include
software, applications, and business works. The security issue is being a big concern as the security
threats are increasing immensely, that many organizations have faced at present. Many encrypting
techniques and splitting techniques were used. In existing a distribution storage, PSOS (Proficient
Security Over Distributed Storage ) were used for security purpose that divide the data into two parts
which is not enough for securing the data. Here, the proposal uses a Multipath Multi-Algorithm
(MPMA) for a distributed storage. MPMA divides the information into several parts, for decryption
it uses various algorithms, making it tough for the attackers to encrypt or crash the information.
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I.  INTRODUCTION
Cloud is a virtual pool where security, Integrity, Authentication, and Privacy are essential concerns
for both Cloud providers and consumers as well. PSOS is an existing algorithm used for security
purposes. In PSOS ( Proficient Security Over Distributed Storage) the data is partitioned into two
parts (decrypted) and stored in the server [1,2,15].
Platform as a Service (PaaS), and Infrastructure as a Service (laaS) [3], [4] are the service providers.
SaaS offers service to clients, as an instance, the virtual work area, webmail, and the program
interface Platform as a Service (PaaS), and Infrastructure as a Service (laaS) [3], [4] are the service
providers. SaaS offers service to clients, as an instance, the virtual work area, webmail, and the
program interface. The PaaS provides a stage for using PL (programming language), administrations,
libraries, and varied process. laaS offers online administrations to clients, as an instance, servers,
load balancers, and other computing assets. Because of these reasons nowadays businesses,
organization, and individual users are moving their information to the cloud.
Various models of cloud, namely privacy, public, hybrid, and community cloud are outlined [5] to
produce several services equivalent to infrastructure, software, and others.
Data security may be a crucial concern, whereas transferring information over the system having
numerous solutions projected in the literature. Be that as it may, cryptography is one among the
principal ways used to encode the data utilizing either a symmetric key or asymmetric key. The
asymmetric code is counted exceptionally secure as encoding and decoding using different keys. The
key generation method of asymmetric key consumes a large amount of energy and area [6]. Existing
proposals have each positive and negatives, for example, Advanced encoding standard (AES) may be
a high-security technique used for encoding [7]. Also, the Shamir Secret Sharing theme is employed
for encoding [8]. In [9] sensitive information is encrypted by taking XOR with a random number,
split, and distributed over 2 clouds.
In [10] the author uses a hybrid technique equivalent to Advanced encoding Standard (AES), Rivest,
Shamir Adleman (RSA), Blowfish to secure information. Homomorphic encoding (FHE) is utilized
to encode data and so encrypted data is distributed over multi-cloud [11]. In [7] to secure
information, AES is employed in combination with MD5, however, there is a chance of a cache-
based timing attack on AES [12]. There are possibilities of Biclique attacks on AES, as proved in
[13]. Another approach to firmly store/transmit data is in part data into equal components and store it
on multi-cloud. To access total information, split parts are mixed. The parting data on multi-cloud

Volume-54, No.2 (IIX) 2020 129



Journal of the Maharaja Sayajirao University of Baroda

ISSN : 0025-0422

improves security in such the simplest way that though an aggressor gain admittance to a part of the
information should still be unable to access the complete information [14].

PSOS CONTRIBUTION
PSOS is an algorithmic technique used to overcome the data security issues over multi cloud.

e A proficient and steady information storage technique has been used previously that
distributes sensible users' records among different cloud servers to keep away from any type
of attack or vulnerability.

e Also, a mathematical analysis has been evolved and provided together with encryption and
decryption algorithms to encrypt and decrypt sensitive in addition to ordinary data. The
previous method has been analyzed for security in opposition to numerous recognized attack
to evaluate its security [1].
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Fig 1. PSOS (Proficient Security Over Distributed Storage)
The method has additionally been analyzed for computation and communication overhead in case of
both sensible as well as ordinary data to evaluate its complexity.A comparative evaluation of the
previous method has been provided by AES, STRRNS, RFDA, and SA-DES in terms of computation
time each for sensitivedata and the overall encipher/decipher time.
In previous PSOS algorithmdivisions the data into two categories; ordinary and sensitive.Here the
ordinary data is uploaded directly to the multi-cloud.Whereas, the sensitive data are further divided
into two parts and uploaded. But the partition is not enough as the attackers can easily decrypt the
two partioned and intrude the data by performing several attacks such as key attack, pollution
attacks, chosen ciphertext attack, and known plain text attack.
The rest of the paper is divided as follows: section 1 introduction, section 2discusses the Literature
Review, section 3 elaborates the SystemArchitecture of the proposed MPMA, section 4 describesthe
proposed MPMA technique. In section 5 an step-by-step algorithm has been discussed. In section
6experimental results arecompared. In section 7 security analysis is explained, and in section 8 the
paper has been concluded.

The below algorithm defines as follows:
e At first, an input user data are produced for cloud storage.
e Then, the data is differentiated as common and sensitive data which is defined as C4Sg.
e When an input data are common then the data is simply encrypted and stored in the cloud
database.

e |If the data is a sensitive data, then the data DS,-data splitup for n number of times using
various algorithmic techniques.
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e Then the sensitive encrypted data is stored in different cloud.
e Then, D is used to detect and block chosen cipher text attack and any other vulnerable
attacks.

Algorithm 1 Algorithm formulti part multi algorithm(MPMA)

Input: CySg//common and sensitive data
Output: secure data storage

initialization:

while(lg)//input data

If(I4=Cgq)then//input data is common

DS,//data splitup for n times

Eq//encrypt data

Csllstored in different clouds

Else if( 13=Sq)then//input data is sensitive data
DS,//data splitup for n times

D.Dy//different cryptography for different part
Csllstored in different clouds

Endif

D.c//detect and block chosen cipher text attack
Endwhile

lg - input data

Cq— common data

Eq - Encrypt data

Sq - sensitive data

D.D,- Different cryptography for different part
D, - detect and block cipher text attack

II. MULTI-PATH MULTI-ALGORITHM (MPMA)
Cloud storage is a virtual pool that provides astorage place for the users to store their records or
data’s.Also, uploading data on multi-cloud does not mean that the data is safe and secure. There is a
requirement for an effective encryption algorithm,whichdelivers high security with less
computational time. Various encryption techniques are proposed to secure data over the cloud as
discussed in above. But,each and every proposal is not generic and secure and every area has its own
pros and cons.

The proposed MPMA method is related to symmetric key encryption to enhance the confidentiality
of the data even if the data is uploaded in parts on various clouds. As the previous method here the
data is partitioned as a normal data and sensitive data.
The method uploads sensitive data on a multi-cloud to protect it from unauthorized access as well as
in case of any undesirable situation, all data must not be at a single location.

Contribution Of MPMA.:
e The normal data is encrypted and uploaded in the cloud database.
e Whereas, the sensitive data is more sensible, so two parts are not enough. So, in MPMA the
sensitive data is partitioned as five parts or more.
e A random division of the users’ sensitive data is made.
e Then, each part is encrypted by a cryptographic technique to enhance the security.
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Figure 2. Multi-path Multi-Algorithm Architecture
In the method a key generation technique and a splitter algorithm are used for securing the data.
The working of a the proposed system can be listed as two phases; Data distribution among multi-
cloud, and collecting and merging data from multi-cloud. On data distribution stage, private data are
split into random parts to store each part on a different cloud ensuring security in case one cloud
gets compromised.
In collecting and merging phase, the chunks of multi-cloud are recollectedand merged to obtain the
plain text. The working of the proposedMPMA approach is divided into different parts including;
Random Cryptographic Key Generation, Algorithm splitter, random encryption and decryption
algorithm. The key generation used to generate keys for symmetric encryption to enhance the
security of the data to be stored in the cloud. A splitting algorithm to divide the sensitive data into
random parts, and use cryptographic encryption techniques and decryption algorithms. The
encryption and decryption algorithm helps to encrypt data while uploading and decrypt it back the
data owner wants to access the data.

1. RANDOM CRYPTOGRAPHIC KEY GENERATION
The cryptography key generation process uses a random cryptography algorithm generator to
generate a random algorithm and calculates its complement.

2. ALGORITHM SPLITTER
Before encrypting the data a client describes the category of data, whether thedata areprivate and
sensitive type or Normal data is encrypted using encryption algorithm. After encryption, the
encrypted text is uploaded on a single cloud. While sensitive data is divided into random parts. The
split parts are encrypted separately with the various encryption algorithms. Then these

3. MULTI ENCRYPTION ALGORITHM AND DECRYPTION ALGORITHM
Encryption Algorithm :In the encryption stage of normal data, a single conversion, encryption takes
place and stored in the cloud.The sensitive data uses several cryptography algorithms such as ECC,
RSA and several other algorithms for enciphering. The total time required to transform a plaintext
intoa ciphertext is named as encryption time.Systems with hard and experienced security need more
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time for converting a plain datainto a cipher data as the encryption process performs harder
computation.

Decryption Algorithm:In the decryption, method ciphertext is converted into normaltext. The
conversion process of multiple ciphertext into the normal textof MPMA is initiated.At last normal
plain text is obtained. The whole time used to convert cipher text into plain text is called as
decryption time. It takes less time for a normal data to be decrypted, whereas the decryption time for
sensitive data is more than a normal data.

Computational time: The computational time is an important performance analysis for an encryption
approach that delivers the entire number of operations and how many times a certain operation is
performedatone transaction of a protocol.Computation time is the amount of time taken byan
algorithm to complete a certainnumber of computations totally.

I11.  RESULT ANALYSIS

In the result analysis, a comparison of the existing model and the proposed model is made. And the
model proposed is proved be the best implementation.
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Graph 1. PSOS vs MPMA.
Here in graph 1, a comparison between the previous model (PSOS) and the proposed model
(MPMA) is made. Where the proposed model has proven to be higher in overall performance,
security, encryption enhancement, and computational time.

IV. CONCLUSION

The challenges faced for cloud security are being increased day by day. There are many algorithms
proposed to solve the security issues in cloud. But the security isn’t resolved yet. PSOS (Proficient
Security Over Distributed Storage )is an effective distribution technique used in cloud during
encryption. In the proposed system the method used many advancements compared to the other
algorithms. MPMA is a multiple path multi algorithm were the normal data and sensitive data are
differentiated first. Then. The sensitive data is furthermore encrypted with a random number of parts
using cryptography algorithms. This encryption technique provides more security for user data stored
in cloud database. Where a safe data can be retrieved by the user without any attack or harm.

The challenges of using NN-based SEI algorithms in 10T networks used in existing have been
discussed, as well as design considerations and previous algorithm improvements to make using such
algorithms feasible have been discussed.
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